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The risks to boards of directors 
and board member obligations

As cyberattacks and data breaches continue to accelerate 
in number and frequency, boards of directors are focusing 
increasingly on the oversight and management of corpo-
rate cybersecurity risks. Directors are not the only ones. 
An array of federal and state enforcement agencies and 
regulators, most notably the Department of Justice (DOJ), 
Department of Homeland Security (DHS), Securities 
and Exchange Commission (SEC), Financial Industry 
Regulatory Authority (FINRA), and state Attorneys 
General, among others, identify board involvement in 
enterprise-wide cybersecurity risk management as a cru-
cial factor in companies’ ability to appropriately establish 
priorities, facilitate adequate resource allocation, and 
effectively respond to cyberthreats and incidents. As SEC 
Commissioner Luis A. Aguilar recently noted, “Boards 
that choose to ignore, or minimize, the importance of 
cybersecurity responsibility do so at their own peril.”1 
Indeed, even apart from the regulators, aggressive plain-
tiffs’ lawyers, and activist shareholders are similarly 
demanding that boards be held accountable for cyberse-
curity. Shareholder derivative actions and activist investor 
campaigns to oust directors are becoming the norm in 
high-profi le security breaches.

Directors have clearly gotten the message. A survey by 
the NYSE Governance Services (in partnership with a 
leading cybersecurity fi rm) found that cybersecurity is 
discussed at 80% of all board meetings. However, the same 
survey revealed that only 34% of boards are confi dent 
about their respective companies’ ability to defend them-
selves against a cyberattack. More troubling, a June 2015 
study by the National Association of Corporate Directors 
found that only 11% of respondents believed their boards 
possessed a high level of understanding of the risks associ-
ated with cybersecurity.2 This is a diffi cult position to be in: 
aware of the magnitude of the risks at hand but struggling 
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action or inaction. To maximize their per-
sonal protection, directors must ensure that, 
if the unthinkable happens and their corpo-
ration falls victim to a cybersecurity disaster, 
they have already taken the steps necessary 
to preserve this critical defense to personal 
liability.

In the realm of cybersecurity, the board of 
directors has “risk oversight” responsibility: 
the board does not itself manage cybersecurity 
risks; instead, the board oversees the corpo-
rate systems that ensure that management is 
doing so effectively. Generally, directors will 
be protected by the business judgment rule 
and will not be liable for a failure of oversight 
unless there is a “sustained or systemic fail-
ure of the board to exercise oversight—such 
as an utter failure to attempt to assure a rea-
sonable information and reporting system 
exists.” This is known as the Caremark test,5 
and there are two recognized ways to fall 
short: fi rst, the directors intentionally and 
entirely fail to put any reporting and control 
system in place; or second, if there is a report-
ing and control system, the directors refuse to 
monitor it or fail to act on warnings they 
receive from the system.

The risk that directors will face personal 
liability is especially high where the board 
has not engaged in any oversight of their 
corporations’ cybersecurity risk. This is a 
rare case, but other risks are more prevalent. 
For example, a director may fail to exercise 
due care if he or she makes a decision to 
discontinue funding an IT security project 
without getting any briefi ng about current 
cyberthreats the corporation is facing, or 
worse, after being advised that termination 
of the project may expose the company to 
serious threats. If an entirely uninformed or 
reckless decision to de-fund renders the cor-
poration vulnerable to known or anticipated 
risks that lead to a breach, the members of 
the board of directors could be individually 
liable for breaching their Caremark duties.

 II. The Personal Liability Risk to Directors

Boards of directors face increasing litigation 
risk in connection with their responsibilities 

to understand and fi nd solutions to address 
and mitigate them.

In this chapter, we explore the legal obli-
gations of boards of directors, the risks that 
boards face in the current cybersecurity 
landscape, and strategies that boards may 
consider in mitigating that risk to strengthen 
the corporation and their standing as dutiful 
directors.

 I. Obligations of Board Members

The term “cybersecurity” generally refers to 
the technical, physical, administrative, and 
organizational safeguards that a corporation 
implements to protect, among other things, 
“personal information,”3 trade secrets and 
other intellectual property, the network and 
associated assets, or as applicable, “critical 
infrastructure.”4 This defi nition alone should 
leave no doubt that a board of directors’ role 
in protecting the corporation’s “crown jew-
els” is essential to maximizing the interests of 
the corporation’s shareholders.

Generally, directors owe their corporation 
fi duciary duties of good faith, care, and loy-
alty, as well as a duty to avoid corporate 
waste.3 The specifi c contours of these duties 
are controlled by the laws of the state in 
which the company is incorporated, but the 
basic principles apply broadly across most 
jurisdictions (with Delaware corporations 
law often leading the way). More specifi cal-
ly, directors are obligated to discharge their 
duties in good faith, with the care an ordi-
narily prudent person would exercise in the 
conduct of his or her own business under 
similar circumstances, and in a manner that 
the director reasonably believes to be in the 
best interests of the corporation. To encour-
age individuals to serve as directors and to 
free corporate decision making from judicial 
second-guessing, courts apply the “business 
judgment rule.” In short, courts presume 
that directors have acted in good faith and 
with reasonable care after obtaining all mate-
rial information, unless proved otherwise; a 
powerful presumption that is diffi cult for 
plaintiffs to overcome, and has led to dis-
missal of many legal challenges to board 
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by failing to act in the face of a reasonably 
known cybersecurity threat. Recent cases 
have included allegations that directors:

 � failed to implement and monitor an 
effective cybersecurity program;

 � failed to protect company assets and 
business by recklessly disregarding 
cyberattack risks and ignoring red fl ags;

 � failed to implement and maintain 
internal controls to protect customers’ 
or employees’ personal or fi nancial 
information;

 � failed to take reasonable steps to timely 
notify individuals that the company’s 
information security system had been 
breached;

 � caused or allowed the company to 
disseminate materially false and 
misleading statements to shareholders (in 
some instances, in company fi lings).

Board members may not be protected from 
liability by the exculpation clauses in their 
corporate charters. Although virtually all 
corporate charters exculpate board mem-
bers from personal liability to the fullest 
extent of the law, Delaware law, for exam-
ple, prohibits exculpation for breaches of 
the duty of loyalty, or breaches of the duty 
of good faith involving “intentional mis-
conduct” or “knowing violations of law.” 
As a result, because the Delaware Supreme 
Court has characterized a Caremark viola-
tion as a breach of the duty of loyalty,7 
exculpation of directors for Caremark 
breaches may be prohibited. In addition, 
with the myriad of federal and state laws 
that touch on privacy and security, directors 
may also lose their immunity based on 
“knowing violations of law.” Given the 
nature of shareholder allegations in deriva-
tive litigation, these are important consid-
erations, and importantly, vary depending 
on the state of incorporation.

Directors should also be mindful of stand-
ard securities fraud claims that can be 
brought against companies in the wake of a 
data breach. Securities laws generally pro-
hibit public companies from making material 

for cybersecurity oversight, particularly in 
the form of shareholder derivative litigation, 
where shareholders sue for breaches of 
directors’ fi duciary duties to the corporation. 
The rise in shareholder derivative suits coin-
cides with a 2013 Supreme Court decision 
limiting the viability of class actions that fail 
to allege a nonspeculative theory of con-
sumer injury resulting from identity theft.6 
Because of a lack of success in consumer 
class actions, plaintiffs’ lawyers have been 
pivoting to shareholder derivative litigation 
as another opportunity to profi t from mas-
sive data breaches.

In the last fi ve years, plaintiffs’ lawyers 
have initiated shareholder derivative litiga-
tion against the directors of four corpora-
tions that suffered prominent data breaches: 
Target Corporation, Wyndham Worldwide 
Corporation, TJX Companies, Inc., and 
Heartland Payment Systems, Inc. Target, 
Heartland, and TJX each were the victims of 
signifi cant cyberattacks that resulted in the 
theft of approximately 110, 130, and 45 million 
credit cards, respectively. The Wyndham 
matter, on the other hand, involved the theft 
of only approximately 600,000 customer 
records; however, unlike the other three 
companies, it was Wyndham’s third data 
breach in approximately 24 months that got 
the company and its directors in hot water. 
The signs point to Home Depot, Inc., being 
next in line. A Home Depot shareholder 
recently brought suit in Delaware seeking to 
inspect certain corporate books and records. 
A “books and records demand” is a common 
predicate for a shareholder derivative action, 
and this particular shareholder has already 
indicated that the purpose of her request is 
to determine whether Home Depot’s man-
agement breached fi duciary duties by failing 
to adequately secure payment information 
on its data systems, allegedly leading to the 
exposure of up to 56 million customers’ pay-
ment card information.

Although there is some variation in the 
derivative claims brought to date, most have 
focused on two allegations: that the directors 
breached their fi duciary duties by making a 
decision that was ill-advised or negligent, or 
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 III. Protecting Boards of Directors

From a litigation perspective, boards of 
directors can best protect themselves from 
shareholder derivative claims accusing them 
of breaching their fi duciary duties by dili-
gently overseeing the company’s cybersecu-
rity program and thereby laying the founda-
tion for invoking the business judgment 
rule. Business judgment rule protection is 
strengthened by ensuring that board mem-
bers receive periodic briefi ngs on cybersecu-
rity risk and have access to cyber experts 
whose expertise and experience the board 
members can rely on in making decisions 
about what to do (or not to do) to address 
cybersecurity risks. Most importantly, direc-
tors cannot recklessly ignore the information 
they receive, but must ensure that manage-
ment is acting reasonably in response to 
reported information the board receives 
about risks and vulnerabilities.

Operationally, a board can exercise its 
oversight in a number of ways, including by 
(a) devoting board meeting time to presenta-
tions from management responsible for 
cybersecurity and discussions on the subject, 
to help the board become better acquainted 
with the company’s cybersecurity posture 
and risk landscape; (b) directing manage-
ment to implement a cybersecurity plan that 
incentivizes management to comply and 
holds it accountable for violations or non-
compliance; (c) monitoring the effectiveness 
of such plan through internal and/or exter-
nal controls; and (d) allocating adequate 
resources to address and remediate identi-
fi ed risks. Boards should invest effort in 
these actions, on a repeated and consistent 
basis, and make sure that these actions are 
clearly documented in board and committee 
packets, minutes, and reports.
 (a) Awareness. Boards should consider 

appointing a chief information security 
offi cer (CISO), or similar offi cer, and 
meet regularly with that individual 
and other experts to understand the 
company’s risk landscape, threat 
actors, and strategies to address 

statements of fact that are false or mislead-
ing. As companies are being asked more and 
more questions about data collection and 
protection practices, directors (and offi cers) 
should be careful about statements that are 
made regarding the company’s cybersecurity 
posture and should focus on tailoring cyber-
security-related risk disclosures in SEC fi l-
ings to address the specifi c threats that the 
company faces.

Cybersecurity disclosures are of keen 
interest to the SEC, among others. Very 
recently, the SEC warned companies to use 
care in making disclosures about data secu-
rity and breaches and has launched inquiries 
to examine companies’ practices in these 
areas. The SEC also has begun to demand 
that directors (and boards) take a more 
active role in cybersecurity risk oversight.

Litigation is not the only risk that direc-
tors face. Activist shareholders—who are 
also customers/clients of corporations—
and proxy advisors are challenging the re-
election of directors when they perceive that 
the board did not do enough to protect the 
corporation from a cyberattack. The most 
prominent example took place in connection 
with Target’s data breach. In May 2014, just 
weeks after Target released its CEO, 
Institutional Shareholder Services (ISS), a 
leading proxy advisory fi rm, urged Target 
shareholders to seek ouster of seven of 
Target’s ten directors for “not doing enough 
to ensure Target’s systems were fortifi ed 
against security threats” and for “failure to 
provide suffi cient risk oversight” over 
cybersecurity.

Thoughtful, well-planned director 
involvement in cybersecurity oversight, as 
explained below, is a critical part of a com-
prehensive program, including indemnifi ca-
tion and insurance, to protect directors 
against personal liability for breaches. 
Moreover, it can also assist in creating a com-
pelling narrative that is important in brand 
and reputation management (as well as liti-
gation defense) that the corporation acted 
responsibly and reasonably (or even more 
so) in the face of cybersecurity threats.
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details of any cybersecurity risk 
management plan should differ from 
company to company, the CISO and 
management should prepare a plan 
that includes proactive cybersecurity 
assessments of the company’s network 
and systems, builds employee 
awareness of cybersecurity risk and 
requires periodic training, manages 
engagements with third parties that 
are granted access to the company’s 
network and information, builds an 
incident response plan, and conducts 
simulations or “tabletop” exercises to 
practice and refi ne that plan. The board 
should further consider incentivizing 
the CISO and management for company 
compliance with cybersecurity policies 
and procedures (e.g., bonus allocations 
for meeting certain benchmarks) and 
create mechanisms for holding them 
responsible for noncompliance.

 (c) Monitor compliance. With an 
enterprise-wide cybersecurity risk 
management plan fi rmly in place, 
boards of directors should direct 
that management create internal and 
external controls to ensure compliance 
and adherence to that plan. Similar 
to internal fi nancial controls, boards 
should direct management to test and 
certify compliance with cybersecurity 
policies and procedures. For example, 
assuming that management establishes 
a policy that software patches be 
installed within 30 days of release, 
management would conduct a patch 
audit, confi rm that all patches have 
been implemented, and have the 
CISO certify the results. Alternatively, 
boards can also retain independent 
cybersecurity fi rms that could be 
engaged by the board to conduct an 
audit, or validate compliance with 
cybersecurity policies and procedures, 
just as they would validate fi nancial 
results in a fi nancial audit.

 (d) Adequate resource allocation. With 
information in hand about what the 

that risk. Appointing a CISO has an 
additional benefi t. Reports suggest that 
companies that have a dedicated CISO 
detected more security incidents and 
reported lower average fi nancial losses 
per incident.8

     Boards should also task a committee 
or subcommittee with responsibility 
for cybersecurity oversight, and devote 
time to getting updates and reports 
on cybersecurity from the CISO on 
a periodic basis. As with audit 
committees and accountants, boards 
can improve oversight by recruiting 
a board member with aptitude for 
the technical issues that cybersecurity 
presents, and placing that individual on 
the committee/subcommittee tasked 
with responsibility for cybersecurity 
oversight. Cybersecurity presentations, 
however, need not be overly technical. 
Management should use established 
analytical risk frameworks, such as the 
National Institute for Standards and 
Technology “Framework for Improving 
Critical Infrastructure Cybersecurity,” 
(usually referred to as the “NIST 
Cybersecurity Framework”) to assess 
and measure the corporation’s current 
cybersecurity posture. These kinds 
of frameworks are critical tools that 
have an important role in bridging 
the communication and expertise gaps 
between directors and information 
security professionals and can also 
help translate cybersecurity program 
maturity into metrics and relative 
relationship models that directors are 
accustomed to using to make informed 
decisions about risk. It is principally 
through their use that directors can 
become sufficiently informed to 
exercise good business judgment.

 (b) Plan implementation and 
enforcement. Boards should require that 
management implement an enterprise-
wide cybersecurity risk management 
plan and align management’s incentives 
to meet those goals. Although the 
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other government-issued identifi cation; 
(c) fi nancial or credit/debit account 
number plus any security code necessary 
to access the account; or (d) health or 
medical information.

 4. Critical infrastructure refers to systems, 
assets, or services that are so critical 
that a cyberattack could cause serious 
harm to our way of life. Presidential 
Policy Directive 21 (PPD-21) identifi es 
the following 16 critical infrastructure 
sectors: chemicals, commercial facilities, 
communications, critical manufacturing, 
dams, defense industrial base, emergency 
services, energy, fi nancial services, food 
and agriculture, government facilities, 
healthcare and public health, information 
technology, nuclear, transportation, waste, 
and wastewater. See Critical Infrastructure 
Sectors, Department of Homeland 
Security, available at http://www.dhs.
gov/critical-infrastructure-sector.

 5. For Delaware corporations, directors’ 
compliance with their oversight function 
is analyzed under the test set out in In re 
Caremark Int’l, Inc. Derivative Litig., 698 A.2d 
959 (Del. Ch. 1996).

 6. See Clapper v. Amnesty Int’l USA, 133 S. Ct. 
1138 (2013). Consistent with Clapper, most 
data breach consumer class actions have 
been dismissed for lack of “standing”: 
the requirement that a plaintiff has 
suffered a cognizable injury as a result 
of the defendant’s conduct. That has 
proven challenging for plaintiffs because 
consumers are generally indemnifi ed 
by banks against fraudulent charges on 
stolen credit cards, and many courts have 
rejected generalized claims of injury in the 
form of emotional distress or exposure to 
heighted risk of ID theft or fraud.

 7. Stone v. Ritter, 911 A.2d 362, 370 (Del. 2006).
 8. Ponemon Inst., 2015 Cost of Data Breach 

Study: Global Analysis (May 2015), http://
www-03.ibm.com/security/data-breach/.

company’s cybersecurity risks are, 
and an analysis of its current posture, 
boards should allocate adequate 
resources to address those risks so that 
management is appropriately armed 
and funded to protect the company.

As criminals continue to escalate the cyber-
war, boards of directors will increasingly fi nd 
themselves on the frontlines of regulatory, 
class plaintiff, and shareholder scrutiny. 
Directors are well-advised to proactively ful-
fi ll their risk oversight functions by driving 
senior management toward a well-developed 
and resilient cybersecurity program. In so 
doing, board members will not only better 
protect themselves against claims that they 
failed to discharge their fi duciary duties, but 
will strengthen their respective organizations’ 
ability to detect, respond, and recover from 
cybersecurity crises.

Endnotes
 1. SEC Commissioner Luis A. Aguilar, 

Remarks at the N.Y. Stock Exchange, 
Boards of Directors, Corporate Governance 
and Cyber-Risks: Sharpening the Focus 
(June 10, 2014).

 2. Press Release, Nat’l Assoc. of Corp. 
Dir., Only 11% of Corporate Directors 
Say Boards Have High Level of Cyber-
Risk Understanding (June 22, 2015) 
https://www.nacdonline.org/AboutUs/
PressRelease.cfm?ItemNumber=15879.

 3. Personal information is defi ned under a 
variety of federal and state laws, as well 
as industry guidelines, but is generally 
understood to refer to data that may be 
used to identify a person. For example, 
state breach notifi cation laws in the U.S. 
defi ne personal information, in general, 
as including fi rst name (or fi rst initial) 
and last name, in combination with 
any of the following: (a) social security 
number; (b) driver’s license number or 
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