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2021 FORCING THE
CYBER-PRIVACY
“HOT SEAT” ON EVERYONE



Welcome to 
the Hot Seat
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Wasn’t 2020 Hot Enough?

CCPA > CPRA

NY Shield / AGs

FTC Consents

HHS OCR “High-

Vol, Low Penalty”

DoD CMMC

FI Regulators

Oh, and a CISO 

Got Indicted

Privacy Shield Struck 

Via Schrems II

UK ICO’s 

Landmark Breach 

Fines

EDPB Guidelines

E-Privacy 

Regulation

Oh, and Brexit

Brazil, China, etc.



Back to 
the Hot Seat
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Business Model 
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Platform-ing

Top/Down or Federated

Outsourced to the max



Cyber Threat Landscape
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Ransomware Extortion Insurance

Verizon: 2020 Data Breach Investigations Report



Legal, Regulatory & Political
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Digital Transformation
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Opportunities

Strategic or Accidental

Risk Appetite



COVID-Driven Data Collection
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Research & Development

COVID Secure Environments

Vaccinations
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Artificial Intelligence

Cloud & Hybrid 

Cloud Architecture 

5G

Biometric Technology

Connected Devices

Micro Profiling

Smart Buildings

Privacy Activism

Looking Ahead: Continuing Data Trends
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Stay Out of the 
Hot Seat
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CLE CREDIT INFORMATION

RESOURCES
• A Cybersecurity Agenda for the Biden Administration

• 10 Areas Of Privacy Law That Look Ripe For Change In 2021

• Cybersecurity And Privacy Policy To Watch In 2021

• How Biden Administration Can Crack Down On Ransomware

• Privacy And Cybersecurity Developments That Shaped 2020

http://s3.amazonaws.com/cdn.orrick.com/files/ACybersecurityAgendaForTheBidenAdministration.pdf
http://s3.amazonaws.com/cdn.orrick.com/files/10AreasOfPrivacyLawThatLookRipeForChangeIn2021.pdf
http://s3.amazonaws.com/cdn.orrick.com/files/CybersecurityAndPrivacyPolicyToWatchIn2021.pdf
http://s3.amazonaws.com/cdn.orrick.com/files/HowBidenAdministrationCanCrackDownOnRansomware.pdf
http://s3.amazonaws.com/cdn.orrick.com/files/PrivacyAndCybersecurityDevelopmentsThatShaped2020.pdf



