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Ruling On Anti-Hacking Law May Guide Fair Lending Tests
By Jeffrey Naimon, Joshua Kotin and Frida Alim (May 5, 2020)

Regulators, consumer groups, academics and private litigants are
grappling with the fair lending implications of the credit models powering
the explosive growth in online lending by banks and financial technology
firms.

The U.S. District Court for the District of Columbia in late March
concluded that creating fake online profiles to test proprietary algorithms
for discrimination does not violate the Computer Fraud and Abuse Act, or
CFAA, even if the creation of such accounts violates the terms of service
on the host's website.[1]
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The holding in Sandvig v. Barr may encourage some constituencies to
update the old-school strategy of deploying human testers into the online
credit arena. In addition, the U.S. Supreme Court is reviewing a case
that may shed further light on whether a violation of terms of service
implicates the notoriously vague CFAA, which was enacted in 1984 when
floppy disks were cutting-edge technology.[2]

Sandvig Implications for Fair Lending Testing ' .

N\
The Sandvig court held that academic researchers testing whether " ‘
various hiring websites' proprietary algorithms discriminated against
online users based on characteristics such as race and gender did not Joshua Kotin

violate the CFAA when they created fake profiles, even though doing so
violated websites' terms of service.[3]

The CFAA's so-called access provision prohibits "intentionally access[ing]
a computer without authorization or exceed[ing] authorized access, and
thereby obtain[ing] ... information from any protected computer."[4] In
avoiding the constitutional question of whether the CFAA violates the
First Amendment, the court found that terms of service did not constitute
permission requirements, the violation of which would trigger criminal
liability under the CFAA.[5] However, the court acknowledged that
agreeing to terms of service may have consequences for civil liability
under other federal and state laws.[6] Frida Alim

While the Sandvig case is not the first to hold that a violation of terms of

service does not constitute a violation of the CFAA, it is the most recent.[7] In addition, the
holding is not a complete safe harbor for researchers seeking to use similar tactics in the
fair lending world. For example, creating fake accounts to apply for credit may run afoul of
federal or state law prohibiting the making of false statements on credit applications.[8]

Use of Alternative Data, Algorithms and Machine Learning Continues to Receive
Scrutiny

Government agencies, watchdog groups and researchers continue to analyze the fair
lending implications of using alternative data, algorithms and machine learning in consumer
lending. On April 8, the Federal Trade Commission posted guidance, encouraging entities
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using automated tools to be transparent on the type of information the entity collects and
the factors they consider in algorithmic decision-making.[9]

This follows lengthy earlier reports by the FTC and Federal Reserve similarly outlining risks
of discrimination.[10] In particular, entities relying on algorithmic decision-making for credit
decisions should rigorously test algorithms both before use and periodically thereafter to
ensure that the algorithms do not have a disparate impact on protected classes.[11]

Some entities have begun to utilize testers to detect discrimination by online platforms. In
February, the Student Borrower Protection Center issued a widely publicized report claiming
to have found discrimination based only on results generated by an employee submitting
false inquiries to lending platforms.[12] Another recent study analyzed potentially disparate
outcomes along gender and racial lines on a social media's advertising system by creating
mock advertisements.[13]

The use of testers — real or fictionalized — can create headline-grabbing results. However,
reliance on results from testers — such as those in the Student Borrower Protection Center
report — will also ignore critical aspects of the credit decision process that underpin whether
a credit model or practice actually has an impermissible disparate impact.

Steps Lenders Can Take to Mitigate Fair Lending Risk

Lenders should ensure that alternative data is used appropriately and algorithmic decision-
making is primed before researchers and government agencies have the opportunity to
review and critique these models by:

Evaluating Inputs and Outputs in Algorithms

The FTC advises that an operator of an algorithm ask four key questions prior to use of an
algorithm: (1) How representative is the data set; (2) does the data model account for
biases; (3) how accurate are predictions based on big data; and (4) does reliance on big
data raise ethical or fairness concerns? For example, a lender should consider whether
algorithms used to determine credit cost or allocation use ethnically based inputs or proxies,
such as census tract. A lender should also evaluate whether the algorithm's outputs result in
disparate impacts on protected classes. Conducting this true evaluation should enable a
lending platform to better respond to tester-driven criticism.

Comparing the Alternative Underwriting and Pricing Model With a Traditional
Model

Continuous monitoring and testing of outcomes is integral to ensure equitable outcomes in
the use of alternative data and algorithmic decision-making. This may involve comparing
outcomes from the alternative underwriting and pricing model with a hypothetical, non-
machine-learning model that uses traditional applicable and credit file variables. Conducting
such testing enables the lender to rebut claims of discrimination by consumer groups or
researchers.

Engaging a Third Party to Independently Evaluate a Fair Lending Program
This may provide a valuable comparison against claims from consumer groups or

researchers. Such a review should include an evaluation of alternative lending models,
including the results of such models.
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Seeking a No-Action Letter

The Consumer Financial Protection Bureau created its Office of Innovation to engage
stakeholders interested in promoting consumer-beneficial innovation and provide measured
regulatory protections for financial market participants testing new ideas.[14] Entities
aiming to deploy novel marketing and credit models that can expand and improve access to
credit can apply for a no-action letter or for participation in the compliance assistance
sandbox to reduce regulatory risk while responsibly taking on new and exciting strategies.

Jeffrey Naimon and Joshua Kotin are partners, and Frida Alim is an associate, at Buckley
LLP.

The opinions expressed are those of the author(s) and do not necessarily reflect the views
of the firm, its clients, or Portfolio Media Inc., or any of its or their respective affiliates. This
article is for general information purposes and is not intended to be and should not be taken
as legal advice.
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